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K.1. Background 

One of the largest in Europe, both in terms of active companies and number of employees,1 the UK 
defence sector directly employs over 146,000 people (including 4,300 apprentices) with a further 120,000 
employed through the supply chain.2 Holding 17 per cent of the global aerospace market, the UK’s is the 
largest aerospace industry in Europe and, globally, is second only to that of the US. 3 The UK has a large 
defence industrial base in the European context, and it continues to maintain its industrial capabilities in 
areas such as military helicopters, fixed wing aircraft, naval shipbuilding, nuclear submarines, and 
armoured vehicles.4  

The UK defence budget totalled €41.12 billion for the fiscal year 2018-19.5 Between 2008 and 2016 UK 
defence spending as a percentage of GDP steadily decreased, largely due to tighter budgets resulting from 
the global financial crisis. Between 2002 and 2009 defence spending remained consistently at about 2.65-
2.70 per cent of GDP.6 Following the global financial crisis defence spending began to steadily decline, 
but it is worth noting that despite this decline the UK remained one of the highest defence spenders in 
Europe in terms of GDP (currently estimated at 2.1 per cent), coming in third after Estonia and Greece.7 
Since 2017 the UK’s defence budget has once again begun to increase; up to fiscal year 2020-21, defence 
spending is planned to increase by an annual average of 1.3 per cent in real terms. By 2020-21, the 
defence budget is planned to be €2.14 billion greater than in 2016-17.8 In 2018, the highest share (39 per 
cent) of the UK’s defence spending was in ‘other’ costs. This includes operations and maintenance 
expenditure and R&D investment.9 The remaining expenditure was accounted for by spending on 
personnel (37 per cent), equipment (22 per cent) and infrastructure (2 per cent).10 The UK is the world’s 

                                                      
 
1 Roth, Alexander. 2017. ‘The size and location of Europe’s defence industry.’ Bruegel. 22 June. As of 28 September 
2018: http://bruegel.org/2017/06/the-size-and-location-of-europes-defence-industry/ 
2 ADS Group. 2017. ‘UK Defence Outlook 2017.’ As of 28 September 2018: https://www.adsgroup.org.uk/wp-
content/uploads/sites/21/2017/09/DefenceOutlook2017-WebRes.pdf 
3 Aerospace Growth Partnership. 2012. ‘Reach for the skies: A Strategic Vision for UK Aerospace.’ As of 27 
September 2018: 
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/31807/12-954-
reach-skies-strategic-vision-uk-aerospace.pdf 
4 Louth, John and Trevor Taylor. 2018. ‘A Defence Industrial Strategy for the UK.’Occassional Paper, Royal United 
Services Institute for Defence and Security Studies. As of 27 September 2018: 
https://rusi.org/sites/default/files/defence_industrial_strategyv19.pdf 
5 European Parliament. 2018. ‘European Defence Fund’. As of 21st December 2018: 
http://www.europarl.europa.eu/legislative-train/theme-new-boost-for-jobs-growth-and-investment/file-mff-
european-defence-fund 
 
7 Dempsy, Noel. 2018. ‘UK Defence Expenditure.’ House of Commons Briefing Paper. As of 3 January 2019: 
https://researchbriefings.parliament.uk/ResearchBriefing/Summary/CBP-8175 
8 Dempsy, Noel. 2018. ‘UK Defence Expenditure.’ House of Commons Briefing Paper. As of 3 January 2019: 
https://researchbriefings.parliament.uk/ResearchBriefing/Summary/CBP-8175 
9 Dempsy, Noel. 2018. ‘UK Defence Expenditure.’ House of Commons Briefing Paper. As of 3 January 2019: 
https://researchbriefings.parliament.uk/ResearchBriefing/Summary/CBP-8175 
10 Dempsy, Noel. 2018. ‘UK Defence Expenditure.’ House of Commons Briefing Paper. As of 3 January 2019: 
https://researchbriefings.parliament.uk/ResearchBriefing/Summary/CBP-8175 
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second-largest defence exporter, and holds an estimated 12 per cent share of the global export market.11 
The country’s defence exports were valued at €10.12 billion in 2017, representing a 53 per cent increase 
from the previous year.12 This growth was largely driven by sales in defence aerospace, such as a number 
of F-35 sales to the USA and Rolls Royce engines for Germany’s Multi Role Tanker Transport (MRTT) 
aircraft.13 

K.1.1. Key industry players 

BAE Systems is the dominant player within the UK defence industry and is also Europe’s largest defence 
contractor. BAE Systems operates across all traditional military domains – including high-end tasks such 
as the design and production of nuclear submarines and aircraft carriers – as well as in electronics, 
weapons systems, cyber and applied intelligence.14 BAE operates mainly in the aerospace (fixed wing) and 
maritime (ships and submarines) domains, and also has a presence in other sectors.  Although many of the 
country’s other largest defence firms operate in the aerospace and maritime domains, many of these also 
have a strong presence in sectors such as electronics, weapons systems, armoured vehicles and satellites. 
These companies include Rolls-Royce, Leonardo, MBDA, QinetiQ, Babcock International Group, Serco, 
GKN and Ultra Electronics.15 

Table K.1 Selected UK Defence Companies 

Company Domain area Number of employees 

BAE Systems  Cross-domain  34’30016 

Rolls Royce Aerospace and defence 35’00017 

Leonardo Aerospace and defence  7’000 18 

Serco  Cross-domain 31’000 (UK and Europe)19 

                                                      
 
11 Department for International Trade. 2018. Defence and security exporting. As of 3 January 2019: 
https://www.gov.uk/government/organisations/department-for-international-trade-defence-and-security-
organisation 
12 Department for International Trade. 2018. Defence and security exporting. As of 3 January 2019: 
https://www.gov.uk/government/organisations/department-for-international-trade-defence-and-security-
organisation 
13 Department for International Trade. 2018. Defence and security exporting. As of 3 January 2019: 
https://www.gov.uk/government/organisations/department-for-international-trade-defence-and-security-
organisation 
14 BAE Systems (homepage). n.d. As of 27 September 2018: https://www.baesystems.com/en-uk/home 
15 Schutz, Torben and Christian Molling. 2018. ‘Fostering a defence-industrial base for Europe: The impact of 
Brexit’. International Institute of Strategic Studies 
16 BAE Systems. n.d. ‘Through-career skills development skills 2020.’ As of 22 October 2018: 
https://www.baesystems.com/en/download-en/20151109161756/1434555689327.pdf 
17 Babcock international (homepage). n.d. As of 28 September 2018: https://www.babcockinternational.com/ 
18 Leonardo. n.d. ‘Leonardo in the UK.’ As of 28 September 2018: http://www.uk.leonardocompany.com/about-
us/profile 
19 Serco (homepage). n.d. As of 28 September 2018: https://www.serco.com/ 
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MBDA Missile Systems Weapons systems 10,500 in France, 
Germany, Italy, Spain, UK20 

Qinetiq Cross-domain  6’00021 

Ultra Electronics  Cross-domain 4’17222 

Source: RAND Europe 

K.2. Overview of skills gaps and shortages 

Changing technological and market trends have led to challenges in harnessing the volume and quality of 
skills necessary to sustain the UK’s current market position. Many organisations within the UK’s defence 
sector are facing substantial demographic challenges within their workforce; many of the skilled and 
experienced employees are due to retire within the next decade, and freezes on recruitment during the 
‘peace dividend’ years of the 1990s have led to a reduced pool of mid-career staff to backfill these 
experts.23 Companies have reported difficulties in both recruiting mid-career professionals and retaining 
recent graduates in the face of competition for highly sought after skills from civil industry, where firms 
are often able to offer more attractive financial and non-financial incentives.24  

Furthermore, the UK is currently planning for or (mostly) implementing number of large-scale 
acquisition programmes, particularly in the maritime and aerospace sectors, with subsequent impact on 
the sector’s future skills requirements. The implementation of the Naval Shipbuilding Strategy, for 
example, will increase demand for high-skilled manufacturing jobs in the maritime domain, especially 
concentrated at the regional level.25 The successful delivery of the UK’s future capabilities in this field will 
depend upon sufficient indigenous skills to design, manufacture and repair naval equipment and 
systems, as well as to integrate naval ships and their associated security-sensitive equipment.26 At present, 
however, the UK is experiencing a shortfall of skilled workers to deliver on these requirements, and this 
                                                      
 
20 MBDA. n.d. ‘Engineering Graduate Programme.’ As of 28 September 2018: 
https://www.mbdacareers.co.uk/university-students/engineering-graduate-programmes/  
21 Qinetiq. n.d. ‘Company Facts.’ As of 28 September 2018: https://www.qinetiq.com/news-and-events/company-
facts 
22 Ultra Electronics. n.d. ‘Group Overview.’ As of 28 September 2018: https://www.ultra-electronics.com/about-
us/group-overview.aspx 
23 Green, Jonathan. 2018. 'Modernising Defence Programme: Submission by Prospect to the Ministry of Defence'. 
Prospect. As of 3 January 2019: https://library.prospect.org.uk/id/2018/April/30/Modernising-Defence-Programme-
Prospect-submission 
24 Green, Jonathan. 2018. 'Modernising Defence Programme: Submission by Prospect to the Ministry of Defence'. 
Prospect. As of 3 January 2019: https://library.prospect.org.uk/id/2018/April/30/Modernising-Defence-Programme-
Prospect-submission 
25 UK Ministry of Defence. 2017. ‘JSP 822 Defence Direction and Guidance for Training and Education.’ As of 28 
September 2018: 
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/600177/2017031
7-JSP_822_Part_1-Final.pdf 
26 UK Ministry of Defence. 2017. ‘JSP 822 Defence Direction and Guidance for Training and Education.’ As of 28 
September 2018: 
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/600177/2017031
7-JSP_822_Part_1-Final.pdf 



Defence industrial skills landscape in selected EU Member States 

11 
 

shortage is expected to increase in the near future. While the aerospace and defence sector has 
experienced a net 38 per cent increase in its engineering and technical workforce over the past three 
years,27 some 51 per cent of businesses in the sector have reported a shortage of appropriate skills amongst 
their current employees. Furthermore, 60 per cent of defence and aerospace companies predict difficulties 
in recruiting adequately skilled engineering and technical staff over the next three years.28 

While the DGP, a joint government-industry organisation, has identified four other critical defence skills 

(software engineering, project management, mechanical engineering, and technicians)29 in addition to 
systems engineering, there does not appear to be any government programme specifically designed to 
address these shortages. It is worth noting that a number of companies within the defence industry do 
address these skills as part of their general apprenticeship programmes. While there is a widely recognised 
need for skills within the broader STEM area and a number of programmes designed to address this, only 
a small amount focus on advanced skills at the more granular level, including for both dual-use and 
defence-specific applications. A greater number of programmes at the foundational level is to be expected, 
as fewer individuals are likely to proceed to further high-level specialisations and therefore fewer courses 
are required. However, the small number of specialist courses currently supplied may not be sufficient to 
meet the needs of the defence industry.  

In addition to the critical skills identified by the DGP, the MOD has also recognised a significant gap 

relating to digital skills. This reflects the broader emphasis being placed on digital skills by the UK 
Government, which has emphasised these skills as one of the seven key ‘pillars’ of its 2017 Digital 
Strategy.30 Digital skills will be increasingly integrated into engineering professions as design and 
production processes within the defence sector become progressively more digitised.31 The emergence of a 
more data-driven defence industry has also raised concerns regarding a shortfall of cyber skills within both 
the defence sector and the wider UK economy, both to secure the networks of defence companies as well 
as to build cybersecurity and resilience into their products themselves.32 A further challenge for the 
defence sector is meshing and integrating the different, fragmented areas of specialism required to 
support future industrial requirements. Technological advances will result in an increased need for cross-

                                                      
 
27 The Institution of Engineering and Technology. 2017. ‘Skills & Demand in Industry: 2017 Survey.’ As of 27 
September 2018: https://www.theiet.org/factfiles/education/skills2017-page.cfm 
28 The Institution of Engineering and Technology. 2017. ‘Skills & Demand in Industry: 2017 Survey.’ As of 27 
September 2018: https://www.theiet.org/factfiles/education/skills2017-page.cfm 
29 Jenkins, Dan, Giacomo Persi Paoli, James Black, Alexandros Kokkoris, Marta Kepe. 2016. Central and Eastern 
European countries: measures to enhance balanced defence industry in Europe and to address barriers to defence 
cooperation across Europe: Executive Summary. Santa Monica, Calif.: RAND Corporation. RR-1459-EDA. As of 28 
September 2018: https://www.eda.europa.eu/docs/default-source/documents/rr-1459-eda-central-and-eastern-
europe-report---executive-summary---final-22012016409a983fa4d264cfa776ff000087ef0f.pdf 
30 Hancock, Matt. 2017. ‘The Seven Pillars of the Digital Strategy.’ Address to the Institute of Directors' Digital 
Strategy Summit. As of 27 September 2018: https://www.gov.uk/government/speeches/the-seven-pillars-of-the-
digital-strategy 
31 Omics International. n.d. 'The fourth industrial revolution - Industry 4.0'. OmicsOnline; Burmeister, Christian, 
Dirk Lüttgens & Frank Piller. (2016). ‘Business Model Innovation for Industrie 4.0: Why the Industrial Internet 
Mandates a New Perspective on Innovation.’ Die Unternehmung 70(2): 124-152. doi:10.5771/0042-059X-2016-2-124 
32 Williams, Oscar. 2018. ‘MoD opens cyber school to boost defence against hostile states.’ NS Tech. As of 28 
September 2018: https://tech.newstatesman.com/news/mod-defence-cyber-school-hostile-states 
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cutting skills across areas such as advanced manufacturing, nanotechnology and quantum science. 
However, skills programmes are yet to catch up with this technological trend, and defence firms face stiff 
competition from civil industries, many of whom can offer more attractive financial and non-financial 
incentives to attract high-skilled specialists. 

Other skills that are regarded by industry to be of high importance, as well as being particularly difficult 
to access at present are those relating to software design, mission systems design, synthetics environments 

engineering and information architecture.33 In addition, both skills gaps and skills shortages have been 
identified to be simultaneously present in software design and engineering, project management, 

procurement, and mission management concept design, development and integration.34 Industry 
stakeholders also identified a number of skills that are challenging to access quickly enough, including cost 

estimation, autonomy engineering, and unmanned systems engineering.35 

It is also possible to identify the anticipated evolution of skills gaps over the next five to ten years. 
Important defence-related skills that are expected to become increasingly difficult to access within the next 
five years include unmanned systems engineering, propulsion/combustion and fluid dynamics 

engineering, design engineering and synthetic environments engineering.36 Over the next ten years, the 
skills that are expected to be most difficult to access are mechanical and thermal engineering, mission 

systems design, systems engineering, and software design and engineering.37  

K.3. National and regional policies and programmes 

K.3.1. Overview of national and regional policies  

While there is no dedicated UK defence skills strategy and the DGP is yet to deliver a cohesive strategy,38 
(this strategy remained under development as of the end of 2018) the UK’s priorities and approach 
regarding defence-related skills can be found within a collection of national strategies and policies. The 
2013 White Paper ‘Securing Prosperity: A strategic vision for the UK defence sector’, and the 2017 
Defence Industrial Policy39 emphasise developing critical STEM skills, both at the broader level and in 
specific areas such as advanced manufacturing, electronics and software.40 In line with the 2014 DGP 

                                                      
 
33 RAND Europe survey analysis (2018) 
34 Ibid. 
35 Ibid. 
36 Ibid. 
37 Ibid. 
38 Defence Growth Partnership. 2013. ‘Securing Prosperity: A strategic vision for the UK Defence Sector.’ As of 27 
September 2018: 
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/237314/bis-13-
1154-defence-growth-partnership.pdf 
39 UK Ministry of Defence. 2017. ‘Industry for Defence and a Prosperous Britain: Refreshing Defence Industrial 
Policy.’ As of 27 September 2018: 
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/669958/DefenceI
ndustrialPolicy_Web.pdf 
40 UK Ministry of Defence. 2017. ‘Industry for Defence and a Prosperous Britain: Refreshing Defence Industrial 
Policy.’ As of 27 September 2018: 
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survey, which identified engineering-related professions as three of the five critical skills,41defence 
engineering is a particular area of focus across the UK’s skills programmes. The Defence Engineer 
Professionalisation Strategy, launched by the Defence Engineering and Science Group (DESG) in 2018, 
is one example that illustrates the high priority being given to this skills area in the UK. Box K.1 below 
provides a more detailed overview of one key skills initiative being led by the UK Government. 

Box K.1 Case study: UK Year of Engineering 2018 

The UK’s skills initiatives targeting engineering are part of a wider, cross-sectoral effort to increase the 
engineering capacity of the country’s current and future workforce. As part of the UK Industrial Strategy, the 
Government declared 2018 to be the ‘Year of Engineering’, a campaign supported by a range of defence 
and civil partners including: Airbus, BAE Systems, Boeing, Bombardier, MBDA, QinetiQ, Rolls Royce,42 the 
Armed Forces, Defence Equipment and Support (DE&S) and the Defence Science and Technology 
Laboratory (Dstl) of the UK Ministry of Defence.43 The objective of this campaign is to promote the uptake of 
engineering courses and career paths amongst school-age students, and involves launching challenges and 
events in locations across the UK in collaboration with industrial and academic partners.44 One example of 
such an initiative is the Royal Navy Engineering Challenge which targeted naval engineering skills in areas 
such as the design, assembly and operation of remotely-operated vessels.45 

Source: UK Year of Engineering  

K.3.2. Overview of national and regional programmes 

Over the past few years, the UK has established a number of skills initiatives (both defence and dual-use) 
that align with the existing skills strategies and policies. While the majority of these programmes are run 
at the national level, regional Catapult Centres focusing on areas such as aerospace manufacturing,46 
quantum systems engineering47 and digital skills48 are also in place.49 These centres are part of the UK’s 

                                                                                                                                                                     
 

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/669958/DefenceI
ndustrialPolicy_Web.pdf 
41 Jenkins, Dan, Giacomo Persi Paoli, James Black, Alexandros Kokkoris, Marta Kepe. 2016. Central and Eastern 
European countries: measures to enhance balanced defence industry in Europe and to address barriers to defence 
cooperation across Europe: Executive Summary. Santa Monica, Calif.: RAND Corporation. RR-1459-EDA. As of 28 
September 2018: https://www.eda.europa.eu/docs/default-source/documents/rr-1459-eda-central-and-eastern-
europe-report---executive-summary---final-22012016409a983fa4d264cfa776ff000087ef0f.pdf 
42 HM Government. n.d. ‘What is the Year of Engineering?’ As of 28 September 2018: 
https://www.yearofengineering.gov.uk/about 
43 Gov.uk. 2018. ‘Dstl announces support of 2018’s Year of Engineering.’ 19 January. As of 28 September 2018: 
https://www.gov.uk/government/news/dstl-announces-support-of-2018s-year-of-engineering 
44 Gov.uk. 2018. ‘Dstl announces support of 2018’s Year of Engineering.’ 19 January. As of 28 September 2018: 
https://www.gov.uk/government/news/dstl-announces-support-of-2018s-year-of-engineering 
45 Royal Navy. 2018. ‘Bright young sparks rise to Royal Navy Engineering Challenge.’ 22 March. As of 28 
September 2018: https://www.royalnavy.mod.uk/news-and-latest-activity/news/2018/march/22/180322-bright-
young-sparks-rise-to-royal-navy-engineering-challenge 
46 Ministry of Defence. 2018. 2018. ‘Combat Air Strategy.’ As of 27 September 2018: 
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/725600/Combat
AirStrategy_Lowres.pdf 
47 UK National Quantum Technologies Programme. n.d. ‘Training and Skills.’ As of 28 September 2018: 
http://uknqt.epsrc.ac.uk/about/training-and-skills/ 
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Catapult initiative, which established a network of regional hubs to support the growth of innovation in 
specific areas and drive economic growth.50 The majority of national and regional-level skills programmes 
are delivered in collaboration with academic or industry partners. Current national and regional 
programmes broadly target two levels of the career lifecycle: 

1. Youth outreach and training the future workforce; and  
2. Professionalising or transferring the skills of the current workforce (incl. moving from civil 

industry to defence).   
The UK Government also runs a number of programmes aimed at attracting and developing future talent 
within the MOD, and is also placing increased effort into targeting experienced professionals through 
skills transfer programmes (see Table K.2). Both Dstl and DESG run dedicated graduate and 
apprenticeship schemes, covering skills across a range of disciplines such as mechanical, electrical, 
materials, systems and software engineering; land, maritime and aerospace systems architecture; and 
nuclear systems.51 DESG also runs a student sponsorship scheme, through which it provides science and 
engineering graduates with paid ten-week summer placements within the MOD.52 One key initiative is 
the new Trailblazer Level 7 Defence Apprenticeship in Advanced Systems Engineering (SEMAP), which 
aims to both attract new graduates to the defence industry as well as upskilling the existing workforce.53 
The government is also seeking to meet demand for technical skills through its post-16 technical skills 
plan which has involved the creation of technical qualifications (T-Levels’) based on employer-designed 
standards and content in order to prepare students for highly-skilled roles in industry.54 In response to the 
identified cybersecurity skills gap within defence, in March 2018 the MOD launched a Defence Cyber 

                                                                                                                                                                     
 
48  Gov.uk. 2018c. ‘New multi-million pound deal to boost skills across West Midlands.’ 18 July. As of 28 
September 2018: https://www.gov.uk/government/news/new-multi-million-pound-deal-to-boost-skills-across-west-
midlands 
49 Jenkins, Dan, Giacomo Persi Paoli, James Black, Alexandros Kokkoris, Marta Kepe. 2016. Central and Eastern 
European countries: measures to enhance balanced defence industry in Europe and to address barriers to defence 
cooperation across Europe: Executive Summary. Santa Monica, Calif.: RAND Corporation. RR-1459-EDA. As of 28 
September 2018: https://www.eda.europa.eu/docs/default-source/documents/rr-1459-eda-central-and-eastern-
europe-report---executive-summary---final-22012016409a983fa4d264cfa776ff000087ef0f.pdf 
50 Catapult (homepage). 2018. As of 28 September 2018: https://catapult.org.uk/ 
51 Gov.uk ‘DESG Graduate Scheme.’ 17 September. As of 28 September 2018: 
https://www.gov.uk/government/collections/desg-graduate-scheme;‘Dstl announces support of 2018’s Year of 
Engineering.’ 19 January. As of 28 September 2018: https://www.gov.uk/government/news/dstl-announces-support-
of-2018s-year-of-engineering 
52 Ministry of Defence. n.d.a. ‘DESG Undergraduate Sponsorship Scheme Fact Sheet.’ As of 28 September 2018: 
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/549362/Sponsors
hip_fact_sheet201617.pdf 
53 Defence Growth Partnership. 2013. n.d. ’Skills.’ As of 28 September 2018: 
https://www.defencegrowthpartnership.co.uk/our-plan/strengthening-industries-capabilities/defence-growth-
partnership-skills-team/ 
54 Department for Education. 2017. ‘Post-16 technical education reforms: T level action plan.’ As of 28 September 
2018: 
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/650969/T_level_
Action_Plan.pdf 
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Academy to develop specialist cyber skills within the MOD and other Government departments.55 
Although these initiatives target government skills development, former government employees constitute 
a major source of talent for the defence industry.  

Table K.2 Selected national and regional programmes 

Programme Career stage Domain Skills focus 

DGP Defence 
Apprenticeship in 
Advanced Systems 
Engineering (SEMAP) 56 

Both early-stage and mid-
career professionals 

Cross-domain Systems Engineering 

DGP Defence Enterprise 
Export Programme 
(DEEP) 57 

Mid-career professionals Cross-domain Defence exports  

Dstl STEM Returners 
Programme58 

Mid-career professionals Cross-domain Defence-specific STEM skills such as 
platform systems, cyber and 
information systems and defence and 
security analysis.  

Department for 
Education Post-16 
technical skills plan and 
T-level qualifications59 

Early and entry-stage Cross-domain A range of technical skills within the 
fields of engineering and 
manufacturing, such as naval 
shipbuilding 

Naval Undergraduate 
Leadership 
Programme60 

Early and entry-stage Naval Management skills 

Cranfield University 
postgraduate 
qualifications 

Early-stage and military 
professionals 

Cross-domain Military airworthiness of aircraft 
(including design, test and 
evaluation); defence modelling and 

                                                      
 
55 Williams, Oscar. 2018. ‘MoD opens cyber school to boost defence against hostile states.’ NS Tech. As of 28 
September 2018: https://tech.newstatesman.com/news/mod-defence-cyber-school-hostile-states 
56 Defence Growth Partnership.  n.d. ’Skills.’ As of 28 September 2018: 
https://www.defencegrowthpartnership.co.uk/our-plan/strengthening-industries-capabilities/defence-growth-
partnership-skills-team/ 
57 Defence Growth Partnership.  n.d. ’Skills.’ As of 28 September 2018: 
https://www.defencegrowthpartnership.co.uk/our-plan/strengthening-industries-capabilities/defence-growth-
partnership-skills-team/ 
58 STEM Returners (homepage). n.d. As of 28 September 2018: https://www.stemreturners.com/ 
 
59 Department for Education. 2017. ‘Post-16 technical education reforms: T level action plan.’ As of 28 September 
2018: 
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/650969/T_level_
Action_Plan.pdf 
60Royal Navy. n.d. ‘Undergraduate Leadership Programme.’ As of 28 September 2018: 
https://www.royalnavy.mod.uk/careers/levels-of-entry/graduates/ulp 
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simulation; explosives and CBRN 
forensics; military operational 
research; programme management 
and defence economics 

DESG Undergraduate 
Sponsorship Scheme61 

Early and entry-stage  Cross-domain Research; design; manufacturing 
and production; equipment support  

MOD Defence Cyber 
School62  

Early and mid-career 
military  

Cyber Cyber Security  

Defence Technical 
Undergraduate Scheme 
(DTUS)63 

Early and entry-stage Cross-domain  Engineering  

 Source: RAND Europe  

K.4. Overview of industry defence related skills policies and programmes 

The UK’s industry-led skills programmes are mostly funded and managed internally, although some 
degree of collaboration between industry, academia and government organisations is also present. Skills 
programmes led by large industry consortia include the Aerospace Industrial Cadets programme, which 
aims to develop skills relating to aerospace engineering and provide accredited qualifications to young 
people aged between nine and twenty.64 There is also a high level of industry involvement in government-
funded skills programmes such as Year of Engineering initiatives, the Systems Engineering Trailblazer 
Apprenticeship, and wider DGP initiatives. This apprenticeship provides a Masters-level standard (level 7) 
in Advanced Systems Engineering  

The majority of the UK’s largest defence companies also run graduate programmes, apprenticeships and 
internships on an individual company basis. Depending on the specialism of the company in question, 
some of these programmes specifically target defence-specific skills such as naval shipbuilding, while 
others seek to develop dual-application skills and provide opportunities for individuals to then specialise 
in defence later in the career development process. One example is Bombardier’s Aerospace 
Apprenticeship and Graduate programmes. Although Bombardier is a Canadian-owned firm, its UK site 
is integrated into the local DTIB and relies on UK skills. Bombardier’s apprenticeship and graduate 

                                                      
 
61 Ministry of Defence. n.d.a. ‘DESG Undergraduate Sponsorship Scheme Fact Sheet.’ As of 28 September 2018: 
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/549362/Sponsors
hip_fact_sheet201617.pdf 
62 Williams, Oscar. 2018. ‘MoD opens cyber school to boost defence against hostile states.’ NS Tech. As of 28 
September 2018: https://tech.newstatesman.com/news/mod-defence-cyber-school-hostile-states 
63 Gov.uk. n.d. ‘Defence Technical Undergraduate Scheme (DTUS) – Fact sheet for DESG Entry.’ As of 28 
September 2018: 
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/555848/dtus_fact
_sheet.pdf 
64 Industrial Cadets (homepage). n.d. As of 28 September 2018: https://www.industrialcadets.org.uk/ 
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programmes lead to formal certification in Aeronautical Engineering which can then facilitate access into 
a defence aerospace career either within or outside Bombardier.65   

Rolls-Royce offers graduates the opportunity to develop specialisms in areas such as electrical systems, 
electronics, materials, nuclear engineering, nuclear controls, software and systems.66 Meanwhile MBDA’s 
Engineering Graduate Programme equips graduates with a wide range of skills, from skills in 
aerodynamics and propulsion to lethality and warheads, human factors, and simulation modelling.67 In 
addition to entry-level training programmes, several of the UK’s largest defence companies have also made 
substantial investments in upskilling the existing workforce. Box K.2 provides an example of one such 
initiative.  

Box K.2 The BAE Academy of Skills and Knowledge 

BAE Systems established the Academy of Skills and Knowledge to provide a specialised learning 
environment for BAE staff. The Academy is equipped with technology replicating that used in the 
company’s manufacturing facilities and engineering labs68 in order to continuously upskill the 
workforce in line with the integration of new technologies and processes into the company. 69 The 
Academy is also designed to act as a collaborative skills hub for the companies across the regional 
engineering and manufacturing sector with requirements for a skilled STEM workforce.70  

Source: BAE Systems 

K.5. SWOT analysis of national and industry programmes 

There are a large number of ongoing skills programmes in the UK. The quantity and diversity of 
programmes indicates an appreciation on the part of both the government and industry of the UK’s skills 
requirements and recognition of current or future projected gaps in light of the demands of the UK’s 
€200 billion defence equipment programme and export ambitions. Current defence-related skills 
initiatives in the UK are, in some cases (such as the SEMAP apprenticeship), closely aligned with the skills 
priorities set out in its various strategy and policy documents. However in the absence of a single 

                                                      
 
65Bombardier. 2018. ‘Apprenticeship programme.’ As of 27 September 2018: 
https://uk.bombardier.com/en/careers/students-graduates/apprenticeship-program.html 
66 Rolls Royce. n.d. ‘Careers.’ As of 28 September 2018: https://careers.rolls-royce.com/united-kingdom/students-
and-graduates#where-are-you-now/graduate-programmes/the-engineering-option 
67 MBDA. n.d. ‘Engineering Graduate Programme.’ As of 28 September 2018: 
https://www.mbdacareers.co.uk/university-students/engineering-graduate-programmes/ 
68 UK Ministry of Defence. 2018. ‘Combat Air Strategy.’ As of 27 September 2018: 
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/725600/Combat
AirStrategy_Lowres.pdf 
69 UK Ministry of Defence. 2018. ‘Combat Air Strategy.’ As of 27 September 2018: 
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/725600/Combat
AirStrategy_Lowres.pdf 
70 UK Ministry of Defence. 2018. ‘Combat Air Strategy.’ As of 27 September 2018: 
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/725600/Combat
AirStrategy_Lowres.pdf 
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document setting out the UK’s defence skills requirements, these programmes are distributed across 
agencies and sectors. As the skills strategies and long-term business plans of defence companies are not 
usually available in the public domain, it is not possible to gauge precisely the extent to which their 
various skills programmes align with these, though they will reflect company’s projections of future UK 
and non-UK demand. However, the range of entry-level programmes in place indicates that UK industry 
is investing in developing a future workforce equipped with skills that reflect the identified UK 
requirement for engineering, manufacturing and technical skillsets. At the same time, the continuation of 
many of these programmes relies heavily on continued government funding, either directly through 
initiatives such as the DGP, or indirectly through the promise of future development programmes to 
incentivise industry to invest its own resources in skills development in a competitive but uncertain 
marketplace. 

Figure K.2 SWOT analysis of national and industry programmes 

Internal factors 

Strengths 

The UK Government is actively investing in the promotion 
of STEM skills amongst the younger population (including 
school-aged children and graduates), aligned directly with 
identified needs.  

Industry-led programmes are relatively strong in terms of 
providing entry-level training programmes such as 
apprenticeships and graduate schemes to support skills 
development. These programmes cover a wider range of 
skillsets that can be applicable to defence across the fields 
of engineering and manufacturing.  

Defence companies appear to have been effective in 
capitalising on the opportunities provided by the UK 
apprenticeship levy. 

Weaknesses 

STEM skills targeted by national youth engagement 
programmes are generally broad in nature and not 
aligned directly with specific defence sector 
requirements.  

The rotational nature of many entry-level industry career 
programmes has led some companies to experience 
difficulties in retaining graduates and apprentices 
following the completion of their programmes. 

External factors 

Opportunities  

The DGP is working to identify areas of strength and best 
practice in UK defence skills development, which will 
inform the development of future targeted initiatives and 
programmes.  

There are a large number of ongoing skills programmes 
(largely dual-use) in the UK that, if successful, will 
substantially increase the defence sector’s access to 
relevant skills.  

Threats 

In the event that government-funded national and 
regional programmes are unable to sustain financial 
resilience, this may pose a threat to the continuity of 
certain initiatives. With the majority of existing 
programmes being too new assess immediate benefits in 
terms of skills generation, generating sufficient political 
will to continue funding may prove challenging. 

The long-term effectiveness of industry apprenticeship 
schemes such as the Trailblazer apprenticeship will rely 
on continuity of government funding. Any disruption 
would reduce the number of apprentices that companies 
can take on, and the quality of the training delivered. 
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